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MEMORANDUM FOR: D/DCI/NIPE
ATTENTION C |
THROUGH : Deputy Director for Support
SUBJECT : Office of Security Reactions to Recommendations
No. 4, No. 6, No. 8, No. 9, No. 10, No. 12, %
No. 13 and No. 21 of F1AB Report Inspired by
the Dunlap Case.
REFERENCE : Memorandum to Cheirman, USIB from Mr.

McGeorge Bundy, Dated 8 February 1964;
Subject: Measures for Strengthening the
Counterintelligence Fosture of the United States,

1. This memorandum is for your information and contains Office of
Security suggestions regarding eight of the Recommendations contaired in
referenced document.

2. It is understood here that the CI Staff will be responsible for the
preparation of the suggested response by the DCI to Recommendation No. 11.
It is further understood that the DDP, in coordination with appropriste elemeni s
of the State Department, will prepare coordinated responses to Recemmenda-
tions No. 14, No. 15, No. 16 and No. 17, Finally, it should be noted that the
necessary coordination regarding Recommendation No. 7 is currently underwa; ;
and the Department of Defense will prepare a response on this Recoramendatia» i
only after coordination with the Agency, specifically the Office of Sacurity. |

Rescommendation No. 4: That, within each sensitive
agency where the practice is not now being followed:
(a) strict personnel security standards, including
standards of personal conduct, be applied to all
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personnel having access w sensitive informastion

or sensitive operations; (b) that these standards

be applisd equally to civilian and seilitary personnel
regardiass of vank; and (¢) that serisus questions af
doudt concerniag parsonnel having such access be
reselved in favor of the nationmal security.

Cencur. It should ba the goal of the intelligeace commenity to estab-
lish standaréised and strict personnsl security criteria fox all persanel,
military and civilian, participating in intelligence activities. All personmel
having access to sensitive iaformatior ar sensitive aperstions should meet
like sscurity criteria prior to sccess and thelr continuad security well-being
should be menitorad thersafter on & gencrally uwndform basis.

A stanfardized sscurity prograra for all intelligence personnel could
best be achisved by each agency dovweloping centralized gecurity control from
an organisational standpoint together with uniform criteria and standardized
techuiques for the appliestion of the criteria, Such staadardired seeurity
programs weuld grestly facilitate the exchange of parsennel between depurt-
ments and agencies and would enhance greater participstion in joint 1rojects
without security variations.

A standardised security pregraza for intelligepce parsonnel we:ld
lsad to & more untform approsch 1o the resclution of guestions invelving an
individualls suitability and would certaluly foster ths protection of neticonal
security Interosts.

The Security Copumnittes of the USIB ¢ould assist in the devaloprmeont
of usiform persomnel security standards and the preparation of guidelines
for the monitoring of parsonal conduct,

Recommesadation No. &: That, as & mesns of achieving
major countevtatelligence otjectives, actions be taken
within the sensitive agencies, as requirsd, to nswure

the cenduct of pewiodic, comprebensive,innpections con-
cerning the adsquacy of compliance with approved policles
relating to personnel securly investigations aad clear-
antes, security suspensien of ercployees, phyvaical secur-
ity, docwment control, aad the like.
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Concur. An inherent part of an effective security program is a
system of periodic inspections to ensurc the adeguaey of all aspects of
security. Such inspections aro best conducted by an independent autharity
such as the inspector-general facility., In addition, security officers
themselves should continuously study ard seek improvement ia the prazrams
they implement and administer,

Since the USIB Folicy tatement an Counterintelligence and Securiiy
Responsibilities (USIB-D-1.5/24 Approved 18 July 1962} calla for semi.annual
reports on security and counterintelligence developments in the agencics,
inspection-inspired changes could be included ia these same reports. The
Guide on Security and Counterintelligence Fractices and Procedures to the
Policy Statement sets forth the essentials of a basic security program, and
utilization of this Guide as an aild t0o security survaeys would be beneficial.
The Security Committee, USIB, will, if called upon, assist in the develop-
ment of additional formats.

Recommendation No. 8: That arrangements be made within
each sensitive agency. as required, ic assure that security
counterintelligence-oriented persennel participate in the
timely review at the Headgquarters level of all questionable
personnel security cases which develep within that agency.

Concur. XZach agency or department should have a system providing
for security-counterintelligence reviews of questionable personnel security
cases. Such security cases should be reviewed ard closely monitored oy
security personnel with the highest degree of understanding and sophistication
in oppoesition penetration techniques. All investigative assets and capansilities
should be utilized to the fullest extent in auch cases.

Recommendation No, 3: That, in the coatinuing effort
to instill an enhanced sense of security responsibility on
the part of all persannel in the sensitive agencies. the
Dusnlap case be used in the sacurity indoctrination pro-
cesses of those agencies as a striking example of 2
most serious esplondge penetration and of the failure

to inculcate the degree of security conscicusness which
should obiain among the personnel of all sensitive
agencies.
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%. The Dunlapy, Scarback and similar cases, properly picrengec,
can be sffectively by security educetion officers throughout the intellf.-
gemce cosunmnity to enlighten pevsonnal on the subversive efforts of <be op-
poaition. Actusl cases serve to Qllugtraie cloarly and draxastically e tegh-
nigues and approaches uillised. Thers sre dufinite ndvantages to the prepara-
tion of standardized write-ups for the use of wericns agencies and thi-se could
be prepared by the Sscurity Conmiittes of U3IE.

Reeox Neo. 10: That iavestigative and

visw perscnoel associated wAth sansitive
sctivitiss e provided with more sophiaticated and
professional infermation and guldance concerning
the nature and potential sscurity imydications of
abuormal sexval sctivities, such & hemesemuality
and perversion, which they encounter ia the course
of their inquiries and {aterviews.

eation in such mm:s as tlu a&jnmaum of mity cases ia-
voiving mmm saxusl problexns. Juch professicoalism can be endanced by
the exchange of approved definitiens and criteris. There is informalion and
materist within the community which 14 sultable for dletribution. Emchanges
can probably best be accomplished threugh controlied security chamels sach
as the Security Cornmittes of USIB amc! such emcharges should be mace.

Recommendation No. 12: That, apart irom any
action taken o the preceding recosumendation
concerning the sstablishement of 3 counterintelll-
gence mechanism, inunediste action be taken to
a3sure that any agency heving sctice responsibliity
in a personnsl-security type case 18 prompsly
furnished all pertinent iaferssstion paszessed by
other departments ané ageacies,

% The rapld exchange of security inferpwution on critica: cases
ia of the t order of Lnpertance. Hffective sction depends upon collation
and svaluation of all pertizent informaticn sl these activitiss should be

eonducted as expeditiously as peseible. Yhe ageney having action re:poneibilis:

should promptly make knowa its nced ior information to all agencies which
could be of help. All agencies 5o notified should epaure thut the respousible
agency is furnished pertinent iaformation un ae ospedite basis and should
offer all possible assistance.
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R Ne. i3: That the Hational Security
Agency, “other sensitive agencies as appropriste,
take stepe 1o assure that the “need-tn<know" principle
is applind rigoveusiy io the praeting «f access to
sensitive information.

: » Access to squsitive infornation L&, for the :most part, highly
cont and malntsined through establishod systems of campartmentation.
for sxample, the systems sstablished for T-HKH sad commmmications intel-
ligsace. The number of clomrancus for scceas o such iafermation b: intended
to be carafully comtrolled and e grarting of & clsarsnce should only follow
a clearly justified " t3<know.  This gemeral philosophy is follerved with:-
in cach of the agencies and departinents within the intelligence cemm-unity,

The degres of aceess of n individeal once cleared is & problen for
esch compopent and office within (ke cotaraunity to consider and resuive,
The strict enforcement of the "necd-to-lmow'' principle within this framework
{s difficult to assure absclutely. ifowever, emch of the com-pensats knd offices
is aware of the reguirements of the 'needsto-know ' prisciple and it houléd
not be necessary for the principle to be reaffirnicd anew periodieally since it
is already the most basic senet of security withia the intelligence setnrnunity.

The complex nature of systems of comparticentation governing sccoss
to sensitive iaformation does nos lend essy solutions to prebiems wikeh sre
inhezent in the management asd aperaticn of the sysitema., The mantgemect
of the T-XH system is currently under study by C1A and the byead problem
of sanitisation and downgrading of sessitive intellizence is currvently ender
study by the Security and COMCR Cepavitiees. The reasuita of such studies
will be availsbie to all agencier of the crmmumity,

The Security Commitiue of IIHIE carn serve o disserminate any data,
information and results of studies as v81l az contiruing o zerve as & forum
in the discusaion of such probleme.

Rocopamendation No, Z1: That the ihite House be
inforseed prowotly J&w!am‘ situations tadicating
the likealiheod of the exdstente of s serious pemetration
of any sensitive activity of our Goverarnent,

g% The USIE daperument or ageacy asving primary vesponsibRity
in a case involving possible pesatratica rhould rotify the Special Assistant
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to the President for Natlanal Security Affairs and the USIB. Notiflention
should bs made in those cases which have daveloped to the point whe e a
serious penetration of a U. ‘. intelligence mctivity is indicatod,

3. This Office is prepared io provide you with any sdeiitional ¢esistpnce
m may ;ack in the packaging of the final reaponse to Mr. Bundy du: by
farck

SICNED

B. L. Banaerman
Jrector of Security

Distribution:
Orig. & 2 - Adse.
\.Il - D 50§T€CT
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[C] CONFIDENTIAL [d SECRET

SUBNCT: (Openst) Office of Security Reactions to Recommendations #4, #6, #8. #9, #10.
#12, #13 and #2] of FIAB Report Inspired by the Dunlap Case.

™Y
Director of Security
4-E-60 5 MAR 1964
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received the Top Secret document
from McGeorge Bundy on the
Subject, '"Measures for Strength-
ening the Counterintelligence
Posture of the United States"
(which was sent to your office
sarlier under separats cover for
security control reasons), & meet
ing was held with representatives
of the DDP and John Bross'
office. At that time it was :
decided that the Office of Security
should respond directly to 8 of the
recommendations and that this
office should have coordinating
concerns with certain of the othersl
as explained in the attached.
Responsibility for pulling together
the total package for the DCI's
signature rests with|

per agreement reached at the
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